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oftfoft Joj:yf sfof{no -df]6/;fOsn, ;fgf÷7"nf ;jf/L_  

;jf/L ;fwg btf{ (VRS) ;km\6j]o/sf]  

;"rgf k|ljlw n]vfk/LIf0f k|ltj]bg —@)&# 

1. k[i7e"ld M ;jf/L tyf oftfoft Joj:yf P]g, @)$(, ;jf/L tyf oftfoft Joj:yf lgodfjnL, @)%$ / 

;jf/L tyf oftfoft Joj:yf sfo{ljlw lgb]{lzsf, @)^) cg';f/  ;j{;fwf/0f hgtfnfO{ cfjfudg tyf 

j:t'x?sf] cf];f/kf/sf] nflu ;'/lIft e/kbf]{ / ;'ne oftfoft ;]jf pknJw u/fpg' oftfoft Joj:yf 

ljefu / dftxtsf sfof{nox?sf] k|d'v p4]Zo /x]sf] b]lvG5 . oftfoft Joj:yf ljefu cGtu{t 

;fgf÷7"nf ;jf/L, afudtL ;d]t u/L !% oftfoft Joj:yf sfof{no, @ ;]jf s]Gb|, ! e]lxsn lkm6g]z 6]i6 

;]G6/ u/L !* lgsfo /x]sf 5g . oftfoft Joj:yf sfof{non] ;jf/L ;fwgsf] btf{, oftfoft cg'dtL kq 

hf/L ug]{ nufotsf sfo{af6 k|fKt x'g] s/, z'Ns / dxz'n ;d]t ;+sng ug]{ ub{5 . ;jf/L ;fwg btf{ 

tyf cg'dlt kq ljt/0faf6 k|fKt x'g] /fh:j ;+sng / sfo{k|0ffnL Jojl:yt ug{ @)%# ;fnb]lv qmlds 

?kdf sDKo'6/fOH8 k|0ffnLsf] k|of]u ul/Psf] 5 . xfn oftfoft Joj:yf sfof{nox?df ;jf/L ;fwg btf{ 

(VRS) ;km\6j]o/ nfu" ul/Psf] 5 . 

2. ;"rgf k|ljlw gLlt tyf jftfj/0f M t]x|f} lq–jifL{o of]hgf @)&).&!–@)&@.&#, ;"rgf k|ljlw gLlt, @)^&, 

ljB'tLo sf/f]jf/ P]g, @)^#, ljB'tLo sf/f]jf/ lgodfjnL, @)^$, ;jf/L tyf oftfoft Joj:yf P]g, 

@)$(, ;jf/L tyf oftfoft Joj:yf lgodfjnL, @)%$ h:tf gLlt Pj+ sfg'gL Joj:yfn] ;km\6j]o/ 

;+rfng jftfj/0f agfPsf] 5 . 

3. ;"rgf k|ljlw Joj:yfsf] p2]Zo M ;jf/L ;fwg gofF btf{,  lkm6g];, c+rnLs/0f, gjLs/0f, gfd;f/L, ?6 

k/ld6, x]/k]m/ btf{, afof]d]l6«s, /fh:j ;+sng / sfo{k|0ffnLnfO{ Jojl:yt ?kdf sDKo'6/sf] dfWodaf6 

;+rfng u/L ljQLo ;"rgf k|0ffnLnfO{ ;3fp k'¥ofpg' ;jf/L ;fwg btf{ ;km\6j]o/sf] d'Vo p2]Zo /x]sf] 5. 

n]vfk/LIf0fsf] p2]Zo , If]q, Pj+ k4lt 

4. n]vfk/LIf0fsf] p2]Zo M sfof{nosf] ;"rgf k|ljlw k"jf{wf/, ;km\6j]o/sf]  b'?:ttf, k"0f{tf, lgoldttf Pj+ 

ljZjf;gLotf k/LIf0f ug'{ ;"rgf k|ljlw n]vfk/LIf0fsf] d"n p2]Zo /x]sf] 5 . cGo p2]Zox?df k|0ffnLsf] 

8f6fsf] uf]kgLotf, cv08tf, pknAwtf, Pj+ sfg'gL k|fjwfgx?sf] cg'kfngfsf] d'NofÍg ug'{ /x]sf 5g\ . 

5. n]vfk/LIf0fsf] If]q M o; n]vfk/LIf0fn]  lgsfosf]  ;"rgf k|ljlw k"jf{wf/ Pj+ ;jf/L ;fwg btf{ k|0ffnL / 

;f] ;k\m6j]o/;+u ;DalGwt @)&@.&# sf] lqmofsnfkx?sf] n]vfÍg, k|ltj]bg k|0ffnL cflb n]vfk/LIf0fsf] 

If]qdf ;d]6]sf] 5 . 

6. k4lt M of] n]vfk/LIf0fdf glthfd"ns k4lt cjnDag ul/Psf] 5 . n]vfk/LIf0f of]hgfdf plNnlvt ljlw 

Pj+ k|s[of cg'?k n]vfk/LIf0f ul/g] lgsfosf] ;"rgf k|ljlw jftfj/0fsf] cWoog, hf]lvdsf] If]q klxrfg 

u/L pko'Qm n]vfk/LIf0f ljlw 5gf}6, ;DalGwt lgsfoaf6 ljB'tLo tYyfÍ k|fKt u/L To;sf] ;'lglZrttf 

olsg ul/Psf] 5 . o;sf cnfjf ;"rgf k|ljlwdf ;+nUg hgzlQm, sfof{no k|d'v / cGo kbflwsf/L;Fusf] 

5nkmn / ;"rgf k|ljlw k|ZgfjnL / tYofÍ k/LIf0faf6 ;"rgf ;Íng ul/Psf] 5 . k|fKt tYofÍn] ;"rgf 

k|ljlw jftfj/0fdf kfg{ ;Sg] c;/nfO{ ljZn]if0f u/L ;f]sf] cfwf/df Joj:yfkg;Fu 5nkmn u/L hf/L 

ul/Psf] k|f/lDes k|ltj]bg pk/ k|fKt hjfkmsf] cfwf/df of] k|ltj]bg tof/ ul/Psf] 5 .  

7. ;Lldttf M n]vfk/LIf0fsf cGt/lglxt ;Lldttf, gd'gf 5gf}6, dfgjLo q[l6, sf/f]af/ / k|0ffnLsf] hl6ntf 

Pj+ clglZrttf , k]zffut ljj]ssf] k|of]u, ;do ;Ldf ;dod} ;"rgfx? pknJw gx'g] cflb n]vfk/LIf0fsf] 

;Ldfsf] ?kdf /x]sf 5g\ . 
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n]vfk/LIf0faf6 b]lvPsf Joxf]/f 

8. ;"rgf k|ljlw /0fgLlt Pj+ of]hgf M sfof{non] df}h'bf ;"rgf k|0ffnLsf] pkof]u Pj+ k"jf{wf/, nufgL, ;|f]t 

kl/rfng cflb ljifonfO{ ;Daf]wg u/L sfof{nonfO{ ;'xfpFbf] ;"rgf k|ljlw /0fgLlt Pj+ of]hgf th'{df 

ug'{kg]{df  u/]sf] 5}g . 

       ;"rgf k|ljlw, ;"rgf k|ljlwsf] k"jf{wf/, Od]n, OG6/g]6 cflb s'zntfk"j{s pkof]u ug]{, ;"rgf 

k|ljlw k|0ffnLdf kx'Fr ug]{, oGq pks/0fx?sf] Aofs ck k|0ffnL, tflnd ;DaGwL gLlt th'{df ul/Psf] 5}g . 

tL gLlt tyf of]hgf th'{df u/L ;"rgf k|ljlw ;+oGqsf] k|efjsf/L ?kdf sfo{Gjog ug'{ kg]{ b]lvG5 . 

9. Joj;fo lg/Gt/tf  Pj+ ljkb\ of]hgf M s'g} ljkb\ recovery cfOk/L sf/f]af/ ;'rf? gx'g] cj:yfaf6 

aRg Joj;fo lg/Gt/tf of]hgf th'{df ug'{kg]{df ;f] gLlt th{'df u/]sf] kfOPg . ;fy} ljkb\ kZrft ;fdfGo 

cj:yfdf kms{g ;"rgf k|ljlw b'?:t eP gePsf] k/LIf0f u/L ;~rfng ug{ ljkb\ /fxt of]hgf th'{df 

ug'{kg]{df ;f] of]hgf klg th{'df u/]sf] kfOPg . tL gLlt tyf of]hgfx? th'{df u/L k|efjsf/L ?kdf 

sfof{Gjog ug'{kb{5 . 

10. cj/f]w /lxt OG6/g]6 M ;]jfu|fxLx?sf] cToflws rfk /xg] sfof{nodf cj/f]w /lxt OG6/g]6 sg]S6Lle6L 

sf] Joj:yf x'g' kb{5 . sfof{nodf Ps dfq ;]jf k|bfos;Fu OG6/g]6 nfOg lnPsf] b]lvof] . n]vfk/LIf0fsf] 

;dodf klg OG6/g]6df cj/f]wsf] sf/0fn] ;ˆ6j]o/ grn]/ ;]jfu|fxLx?n] ;]jfaf6 jl~rt x'g' k/]sf] b]lvof] 

. ;]jf k|bfos OG6/g]6 sDkgLsf] nfOgdf ;d:of b]lvPdf cgj/t, cj/f]w /lxt OG6/g]6sf] j}slNks 

Joj:yf u/L ;]jf rfn" /fVg cfjZos Joj:yf x'g'kg]{ b]lvG5 . 

11. sDKo'6/ 6ld{gn / sfo{If]qdf kx'Fr M 8f6fx?sf] ;'/Iff Pj+ uf]klgotf sfod ug{ sDKo'6/ 6ld{gn / 

sfo{If]qdf cgfjZos kx'Fraf6 /f]Sg pko'Qm / kof{Kt ;'/Iff Joj:yf ldnfpg' kb{5 . sfof{non] cgnfO{g 

6ld{gn pks/0fx?, k|f]u|fd / 8f6f k|j]znfO{ ;Lldt ug{ sfof{ljlw lgwf{/0f gu/]sf] tyf k|of]ustf{sf] 

k|df0fLs/0f / cflwsfl/stf hfFr ug{ nuOg kl/ro / kf;j8{df dfq ;Lldt /x]sf] b]lvof] . sfof{nodf 

k|of]u eO/x]sf] k|ljlwnfO{ kf;j8{sf] dfWodaf6} ;lhn} l/df]6 PS;]; u/L rnfpg ;lsg] b]lvof] . To;}u/L, 

l;:6ddf k|j]z ug{ Pp6f sf/s (One Factor Authentication) dfq} k|of]u ePsf]n] sDtLdf @ j6f 

sf/s (Two Factor Authentication) x'g] Joj:yf ldnfpg'kg]{ b]lvG5 . ;fy} l/df]6 PS;];df s8fO{ u/L 

cflwsfl/s JolQmnfO{ dfq ;km\6j]o/df kx'Fr x'g] Joj:yf ldnfO{ kx'Fr lgoGq0fnfO{ ;zlQms/0f ug]{ / 

k|fljlws pks/0f tyf 8f6fsf] ;'/Iffsf nflu ;'/Iff uf8{x?sf] Joj:yf ug{ h?/L b]lvG5 . 

12. cUgL lgoGq0f k|0ffnL M cfuhgLsf] Ifltaf6 aRg jf Iflt Go"gLs/0f ug{ sfof{nodf cUgL lgoGq0f 

k|0ffnLsf] Joj:yf ug'{ kb{5 . sfof{non] cfuhgLsf] Ifltaf6 aRg jf Iflt Go"gLs/0f ug{ cUgL lgoGq0f 

k|0ffnLsf] Joj:yf u/]sf] kfOPg . sfof{non] cUgLhGo eljtJoaf6 aRg plrt Joj:yf ug'{kb{5 . 

13. h]Go"Og ;ˆ6j]o/ M af}l4s ;lDklQsf] /Iff ug{ Pj+ kfo/]6]8 ;ˆ6j]/ k|of]usf] sf/0fn] x'g] d'2f dfldnfaf6 

aRg cflwsf/Ls / h]g'Og ;ˆ6j]/sf] k|of]u ug{'[kb{5 . sfof{nodf GenuineWindows ;ˆ6j]o/sf] k|of]u 

u/]sf] kfOPg . sfof{non] cflwsfl/s / h]g'Og ;ˆ6j]o/sf] k|of]u ug'[{kb{5 . 

14. ;L=;L=6L=eL= Sofd]/f M hg;Dks{ sfof{no / ljz]if ?kdf gubsf] n]g b]g x'g] sfof{nox?df kf/bzL{ sfo{ 

/ ;'/Iffsf nflu ;L=;L=6L=eL= Sofd]/fsf] k|of]u ug{'kb{5 . sfof{nodf ;L=;L=6L=eL= Sofd]/f k|of]u gu/]sfn] 

lg/f]wfTds ;'/Iff Joj:yf -Preventive and deterrent controls) ug{ ;L=;L=6L=eL= Sofd/fsf] h8fg ug{ 

cfjZos 5 . 

15. c6f] s/ lgwf{/0f  M ;jf/L ;fwgsf] btf{ g+= jf cGo ljj/0f ;km6\j]o/df k|ljli6 ubf{ pQm ;jf/L ;fwgsf] 

;jf/L s/, gjLs/0f b:t'/, cfos/, hfFrkf; b:t'/, ;8s ;'wf/ b:t'/, af6f] Ohfht b:t'/ cflb /sd 

:jtM ;km\6j]o/n] g} b]vfpg] Joj:yf x'g'kb{5 . ;km\6j]o/ cjnf]sgsf] qmddf e'QmfgL ug'{kg]{ /sdsf] 

hfgsf/L ;k\m6j]o/n] glbO{ xft}n] ;jf/L s/, gjLs/0f  b:t'/, cfos/, hfFrkf; b:t'/, ;8s ;'wf/ 
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b:t'/, af6f] Ohfht b:t'/ cflb lx;fa u/L k|lji6 ug'{kg]{ b]lvof] . o; lsl;dsf] Joj:yfdf dfgjLo q'6L 

x'g ;Sg] ;Defjgf x'g] ub{5 . t;y{, ;jf/L ;fwgsf] btf{ g+= jf cGo ljj/0f ;km\6j]o/df k|ljli6 ugf{ 

;fy /fh:j /sd :jtM ;km\6j]o/n] g} b]vfpg] Joj:yf x'g'kb{5 . 

16. Eofln8]zg r]s (Validation check) / lnld6 r]s (limit check) M ;km\6j]o/df ;jf/L g+, OlGhg g+=, 

Rof;L; g+= cflb /]s8{ k|lji6 ubf{ bf]xf]l/g] ePdf q'l6 ;Gb]z lbg'kg]{ x'G5 . To;}u/L, ;km6\j]o/df 8f6f 

k|lji6 ug]{ a]nf Eofln8]zg r]s (Validation check) / lnld6 r]s (Limit check) sf] Joj:yf x'g'kb{5 .  

       sfof{nodf k|of]u x'g] ;km\6j]o/n] s'g} 8f6f k|lji6 ubf{ clen]v bf]xf]l/g uPdf q'l6 ;Gb]z glbO{ 

pQm bf]xf]l/Psf] /]s8{nfO{ ;DalGwt ;jf/L /]s8{df :6f]/ ug]{ u/]sf] b]lvof] . o;/L /]s8{ bf]xf]l/Fbf ;DalGwt 

/]s8{ clåtLo gx'g] b]lvof] .    

       ;km\6j]o/df tf]lsPsf] ;jf/Lsf] s/ /fh:j hlt k6s k|lji6 u/]klg lng] u/]sf] b]lvG5 . k|rngdf 

/x]sf] $ c+s;Ddsf] ;jf/L ;fwg g+= sf] ;tfdf cGo s'g} klg c+ssf] ;jf/L ;fwg g+= /fVbf klg 

;km6\j]o/n] lng] u/]sf] kfOof] . o;n] ubf{ ty\ofÍ bf]xf]/f] x'g;Sg], unt x'g;Sg], lng'kg]{ /fh:j /sd 

km/s kg{ ;Sg] l:ylt b]lvof] . t;y{, ;km\6j]o/df Eofln8]zg r]s (Validation check) sf] JoJf:yf ug{ 

cfjZos 5 . 

17. n]vfk/LIf0f nu M ;jf/L ;fwgx?sf] ljj/0f ;km\6j]o/df k|ljli6 ug]{ / k|lji6 ul/Psf ty\ofÍ Pj+ 

;"rgfx?sf] ;+zf]wg ug{] kbflwsf/Ln] lagf cfwf/ k|df0f ty\ofÍ /fVg, yk ug{, x6fpg gldNg] s'/fsf] 

;'lglZrttf k|bfg ug{ cl86 nusf] Joj:yf Pj+ ;f] nusf] Review x'g' kg]{ x'G5 . cl86 nusf] a]nf 

a]nfdf k/LIf0f Pj+ k'g/fjnf]sg gePsfn] k/LIf0f Pj+ k'g/fjnf]sg ug]{ Joj:yf ug'{kb{5 . 

18. km'n c6f]d]zg M sfof{nodf x'g] ;a} sfo{x? ;k\m6j]o/af6 g} ug]{ Joj:yf ldnfpg'k5{ . t/ 6\flkms 

hl/jfgfsf] sf/f]jf/ xfn;Dd xft] aLndf /x]sf] b]lvPsf]n] pQm sf/f]jf/nfO{ ;d]t ;k\m6j]o/df Nofpg' kg]{ 

b]lvG5 . ;jf/L rfns cg'dltkqsf] clGtd ldltb]lv % jif{;Dd ;jf/L rfns cg'dltkq glj/s0f 

gu/]df pQm cg'dltkq :jtM vf/]h x'g] Joj:yf sfof{nosf] ;k\m6j]o/df ePsf] kfOPg . ;fy} 

;km\6j]o/df n]vf clen]v /fVg] Joj:yf x'g'kg]{df To:tf] Joj:yf geO{ Dofg'cnL /fVg] u/]sf] b]lvof] . 

19. ;km\6j]o/sf] Dofg'cn M ; \̂m6j]o/ rnfpg ;xh ug{ Pj+ s]xL s7LgfO cfPdf dfubz{g ug{ ;km\6j]o/ 

Dofg'cnsf] Ps k|lt sfof{nodf /fVg' kb{5 . sfof{nodf ;km\6j]o/ Dofg'cnsf] k|lt gePsf]n] ;f] 

n]vf/LIf0fsf nflu ;d]t k]z ePg . sfof{nodf ;km\6j]o/ Dofg'cnsf] Ps k|lt /fVg] Joj:yf u/L 

k/LIf0fsf nflu k]z ug'{kb{5 . 

20. hgzlQm Joj:yf / tflnd M sfof{nosf] sfd k|efjsf/L ?kdf ;DkGg ug{ sfof{no / sf/f]jf/ ;'xfpFbf] 

bIf ;"rgf k|ljlw sd{rf/Lsf] Joj:yf ug'{ k5{ . sfof{nodf ;"rgf k|ljlw sd{rf/Lsf] Joj:yf u/L ;r]tgf 

j[l4 ug{ tflnd lbO{ sfo{ljj/0f cBfjlws /fVg'kb{5 . cfp6;f]l;{Ë dfk{mt sd{rf/L x?sf] Joj:yf u/]sf] 

ePtf klg tL] sd{rf/Lsf] Go"gtd of]Uotf tf]lsPsf] b]lvPg . tL sd{rf/Lx?;Fu ePsf] ;]jf s/f/ ;Demf}tf 

pknAw gePsf] tyf s'g} lnlvt sfo{ ljefhg gePsfn] ;DalGwt afXo sd{rf/Lx?sf] sfo{ljj/0f tof/ 

u/L hjfkmb]xL agfpg' kg]{ b]lvG5 . 

21. kf;j8{ M sfof{nodf ePsf] ;ˆ6j]/df kf;j8{ OGqmLK6]8 ePtf klg kf;j8{sf] Go"gQd cÍs / cIf/ 

tf]lsPsf] 5}g Pj+ kf;j8{ kl/jt{gsf] ;dofjlw klg tf]lsPsf] 5}g . To;}u/L, sfof{non] kf;j8{ ;DaGwL 

s'g} gLlt lgod agfPsf] b]lvPg . t;y{, kf;j8{ gLltsf] th'{df u/L ;'/Iff k|0ffnLnfO{ yk k|efjsf/L 

agfpg'kb{5 . 

22. l8lh6nfOH8 clen]v M sfof{nodf btf{ ePsf ;jf/L ;fwgwgLx?sf] clen]v ;km\6j]o/df /]s8{ geO{ 

ef}lts kmfO{ndf /fVg] u/]sf] b]lvof] . sfd ug{ ;xh Pj+ l56f] 5l/tf] agfpg Pj sfo{;Dkfbg k|efjsf/L 

agfpg ;a} clen]vx?sf] k"0f{ ?kdf l8lh6nfOh]zg ug'{ kg]{ b]lvG5 . 
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23. ;jf/L ;fwg vf/]hL Joj:yf M sfof{nodf btf{ ePsf ;jf/L;fwgx?sf] cGo c~rndf c~rnLs/0f x'Fbf 

;fljssf] sfof{nodf btf{ ul/Psf ;jf/L;fwgsf] btf{ vf/]h ug'{kb{5 . To;}u/L, ;jf/L;fwgsf] gljs/0f 

ug]{ cjwL ;dfKt ePdf o; ;DaGwL ;"rgf ;km\6j]o/n] lbg'kg]{ x'G5 . 

       sfof{nodf k|of]u ul/Psf] ;km\6j]o/n] cGo c~rndf c~rnLs/0f ul/Psf ;jf/L;fwg ;DaGwL 

s'g} /]s8{ /fVg] gu/]sf] / c~rnLs/0f ePsf ;jf/L;fwgsf] btf{ vf/]hL ;d]t ug]{ gu/]sf] b]lvof] . o;/L 

c~rnLs/0f ePsf ;jf/L;fwgsf] btf{ vf/]hL gx'Fbf Pp6} ;jf/L;fwg bf]xf]/f] btf{ x'g] u/]sf] b]lvof] . 

o;af6 ;jf/L btf{sf] oyfy{ ljj/0f k|fKt gx'g] Pjd\ /fhZj jSof}tf klg oyfy{eGbf a9L b]lvg] cj:yf 

x'g hfG5 . 

       sfof{nodf k|of]u ul/Psf] ;km\6j]o/n] lgodfg';f/ ;jf/L;fwgsf] gljs/0f ug]{ cjwL ;dfKt 

ePdf :jtM hfgsf/L lbO{ btf{ vf/]h ug'{kg]{df ;f] cg'?k btf{ vf/]h x'g] u/]sf] 5}g . o;/L btf{ vf/]hLaf/] 

:jtM ;"rgf gcfpFbf lgodfg';f/ btf{ gljs/0f gePsf / btf{ vf/]hL ug'{kg]{ ;jf/L;fwgsf] ljj/0f 

gcfpg] u/]sf] b]lvof] . o;df ;'wf/ x'g'kb{5 . 

24. ;jf/L;fwg aLdf ;DaGwL ljj/0f M  sfof{nodf k|of]u ul/Psf] ;km\6j]o/n] ;jf/L ;fwgsf] ladfsf] k|sf/ 

/ ladf cjlwaf/] hfgsf/L lbg] u/]sf] 5}g . ;f] ljj/0f pknAw u/fpg ;km\6j]o/af6 ladfsf] k|sf/ / 

cjlw pknAw x'g] Joj:yf ug'{kg]{ b]lvG5 . 

25. c;'n x'g afFsL z'Ns M  sfof{nodf k|of]u x'g] ;km\6j]o/sf] k"0f{tfsf nflu ;jf/L ;fwgaf6 c;'n ug{ 

afFsL /x]sf] z'Ns ;DaGwL ljj/0f lbg'kb{5 . sfof{nodf k|of]u ul/Psf] ;km\6j]o/n] ;DalGwt 

;jf/L;fwgaf6 c;'n ug{ afFsL /x]sf] z'Ns ;DaGwL ljj/0f lbg] u/]sf] b]lvPg . pQm ljj/0f lgsfNg] 

k|fjwfg gePsf]n] lglZrt cjlwdf ;+sng ul/g'kg]{ z'Ns / c;'n ug{ afFsL /x]sf] z'Ns af/] ljj/0f 

;"rgf k|fKt gx'g] l:ylt b]lvof] .  

26. l/kf]l6{Ë M ;km\6j]o/n] cfjZostf cg';f/ ;r{ -vf]hL_ u/L l/kf]l6Ë ug{ ;Sg] / lglZrt ;dofjlwsf] 

cfjlws k|ltj]bg lgsfNg ;Sg] x'g'k5{ . ;km\6j]o/n] s'g} lsl;dsf] l/kf]l6Ë Joj:yf u/]sf] b]lvPg . h:t}M 

s'g} df]8nsf] slt j6f ;jf/L;fwg /x]sf], s'g} Ps /Ësf ;jf/L ;fwg slt /x]sf] hfgsf/L sfof{nosf] 

;km\6j]o/n] lbg ;s]sf] 5}g . ;k\m6j]o/df ;r{ -vf]hL_ ul/Psf glthf Export ug{ ;lsg] / lglZrt 

ljlj/0fsf] cfsl:ds k|ltj]bg lbg] Joj:yf ePsf] b]lvPg . o;df ;'wf/ x'g'kb{5 . 

27. ;km\6j]o/sf] k"0f{tf M sfof{nodf k|of]u ePsf] ;km\6j]o/df ;jf/L ;fwgsf] kmf]6f] /fVg] ljsNk /x] tfklg 

afWofTds Joj:yf g/x]sfn] clwsf+z cj:yfdf ;DalGwt ;jf/L ;fwgsf] kmf]6f] l;:6ddf cBfjlws 

ePsf] kfOPg . ;km\6j]o/df ;jf/L ;fwgsf] OlGhg g+= / uf8LwgLsf] df]afOn g+=clgjfo{ ?kdf eg{ gkg]{ 

ePsfn] clwsf+z cj:yfdf uf8Lsf] OlGhg g+= / uf8LwgLsf] df]afOn g+= pNn]v ePsf] b]lvPg . ;jf/L 

;fwgsf] ljutsf jif{x?b]lvsf] qmlds ljj/0fx? cBfjlws /fVg] Joj:yf ePsf] klg b]lvPg . ;fy} 

;km\6j]o/n] ;DalGwt ;jf/Lsf] kl5Nnf] gljs/0f ldlt / axfnL ldlt ;d]t b]vfpg] gu/]sf]n] o;df ;d]t 

;'wf/ u/L k"0f{tf Nofpg'kb{5 . 

28. ;e{/ sIf M sfof{nosf] ;e{/ /xg] sIf cnUu} / ;'/lIft x'g'kb{5 . ;f] sIfdf cUgL lgoGq0f oGq, vt/f 

;"rs oGq, tfks|d / cfb|tfnfO{ lgoGq0f ug{  Po/ sl08;g pks/0fsf] Joj:yf u/L k"0f{?kn] ;'/lIft 

x'g'k5{ . To:tf] Joj:yf gePsf]n] ;e{/ sIfsf] ;'/Iff Joj:yf sdhf]/ b]lvof] . ;e{/ sIfnfO{ j}1flgs 

tl/sfn] l8hfO{g u/L ;'/Iff Joj:yf dha'b u/L yk k|efjsf/L agfpg'kg]{ b]lvG5 .  

29. ljB'tLo x:tfIf/—ljB'tLo sf/f]af/ P]g, @)^# / ljB'tLo sf/f]af/ lgodfjnL, @)^$ cg';f/ ljB'tLo 

sf/f]af/x?nfO{ ;'/lIft tyf e/kbf]{ agfpg Pjd\ ljB'tLo clen]vsf] cgflws[t k|of]u /f]Sg / To:tf] 

clen]vdf u}/sfg'gL tj/af6 kl/jt{g tyf b'?kof]u ug]{ sfo{nfO{ lgoGq0f ug{ ljB'tLo x:tfIf/sf] 

Joj:yf u/]sf] 5 . sfof{non] sfg'gsf] ;f] Joj:yf cg'?k ljB'tLo clen]vnfO{ e/kbf]{ Pj+ ;'/lIft 
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agfpg ljB'tLo x:tfIf/ k|of]u ug'{kg]{df s'g} sbd rfn]sf] kfOPg . ljB'tLo x:tfIf/ k|of]u u/L ljB'tLo 

clen]vnfO{  e/kbf]{ agfpg cfjZos 5 . 

lgisif{ tyf ;'emfj 

sfof{non] ;jf/L ;fwg gofF btf{,  lkm6g];, c+rnLs/0f, gjLs/0f , gfd;f/L , ?6 k/ld6,  x]/k]m/ 

btf{ , afof]d]l6«s, /fh:j ;+sng / sfo{k|0ffnLnfO{ Jojl:yt ?kdf ;+rfng u/L ;"rgf k|0ffnLnfO{ ;3fp 

k'¥ofpg ;jf/L ;fwg btf{ (VRS)  ;km\6j]o/ k|of]udf NofPsf] 5 . ;"rgf k|ljlwsf] clwsQd pkof]u u/L 

;]jfu|fxLnfO{ k|bfg ul/g] ;]jf ;'ljwfnfO{ k|efjsf/L agfpg lgDg ;'emfjx?sf] sfof{Gjog ug'{kg]{ b]lvG5 M 

 ;"rgf k|ljlw /0fgLlt Pj+ of]hgf th{'df ug{['kg]{, 

 Joj;fo lg/Gt/tf of]hgf  Pj+ ljkb\ k'gM k|flKt th{'df ug{['kg]{, 

 OG6/g]6 ;]jf k|bfos sDkgLsf] nfOgdf ;d:of b]lvPdf ;a} sfd 7Kk x'g]x'bFf j}slNks Joj:yf x'g'kg]{, 

 k|j]z lgoGq0fnfO{ dhj'b ug{ 4o k|df0fLs/0f sf/s (Two Factor Authentication) sf] Joj:yf 

ldnfpg'kg]{, 

 vt/f ;"rs cUgL lgoGq0f k|0ffnL Joj:yf ug'{kg]{, 

 af}l4s ;DklQsf] /Iff ug{ Pj+ kfo/]6]8 ;ˆ6j]/ k|of]usf] sf/0faf6 x'g] d'2f dfldnfaf6 aRg cflwsf/Ls / 

h]g'Og ;ˆ6j]o/sf] k|of]u ug'[{kg]{, 

 gubsf] rf]/L jf d:of}6 /f]sg jf lg/f]wfTds ;'/Iff Joj:yf(Preventive and deterrent controls) ug{ 

;L=;L=6L=eL Sofd/fsf] k|of]u ug'{kg]{, 

 ;jf/L ;fwgsf] g+= / cGo ljj/0f ;km6\j]o/df k|ljli6 ubf{ /fh:j /sd :jtM ;km\6j]o/n] g} b]vfpg] 

Joj:yf ug'{kg]{, 

 ;km6\j]o/df 8f6f k|lji6 ug]{ a]nf Eofln8]zg r]s (Validation check) / lnld6 r]s -Limit check) sf] 

Joj:yf ug'{kg]{, 

 n]vfk/LIf0f nusf] a]nf a]nfdf k/LIf0f k'g/fjnf]sg ug]{ Joj:yf ug'{kg]{, 

 sfof{nodf ;km\6j]o/ Dofg'cnsf] Ps k|lt /fVg] Joj:yf ug{'kg{], 

 sfof{nosf] sfd e/kbf]{ / k|efjsf/L ?kdf ;DkGg ug{ sfof{no / sf/f]jf/ ;'xfpFbf] bIf ;"rgf k|ljlw 

sd{rf/Lsf] Joj:yf ug{'kg]{, 

 kf;j8{ gLltsf] th'{df u/L ;'/Iff k|0ffnLnfO{ yk k|efjsf/L agfpg'kg]{, 

 sfof{nosf] sfd ;xh Pj+ l56f] 5l/tf] agfpg Pj+ sfo{;Dkfbg k|efjsf/L agfpg n]vf clen]v nufot 

;a} clen]vx?sf] k"0f{ ?kdf l8lh6nfOh]zg u/L k'mn c6f]d]zg ug'{kg]{, 

 ;jf/L ;fwgsf] gljs/0f ug]{ cjlw ;dfKt ePdf ;f] ;DaGwL ;"rgf ;km\6j]o/n] lbg], c+rnLs/0f ul/Psf 

;jf/L;fwgsf] /]s8{ x6fpg] / btf{ gljs/0f gePsf / btf{ vf/]hL ug'{kg]{ ;jf/L;fwgsf] /]s8{ pknJw 

u/fpg] Joj:yf ug'{kg{], 

 ;km\6j]o/df ;jf/L;fwgsf] ladfsf] k|sf/ / cjwL pknAw u/fpg] Joj:yf ug'{kg]{, 
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 s'g} lglZrt cjlwdf ;+sng ul/g'kg]{ z'Ns /sd / c;'n ug{ afFsL /x]sf] z'Ns /sdaf/] hfgsf/L lbg] 

Joj:yf ug'{kg]{, 

 ;km\6j]o/df cfjZostf cg';f/ ;r{ u/L glthf l/kf]l6Ë ug]{ / 8f6f Export ug{ ;lsg] Joj:yf ug'{kg]{, 

 ;e{/ sIfnfO{ j}1flgs tl/sfn] l8hfO{g u/L ;'/Iff Joj:yf dha"b u/L 8f6fsf] ;'/IffnfO{ yk k|efjsf/L 

agfpg' kg]{ / 

 ljB'tLo clen]vnfO{ e/kbf]{ Pj+ ;'/lIft agfpg sfof{non] ljB'tLo x:tfIf/ lnO{ ;f]sf] k|of]u ug'{kg]{ 

b]lvG5 . 

 


